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Overview: Basic Concepts and Underlying Realities 

Section A 



HITSP Standards Categorization  

1.  Information exchange 
standards 
-  E.g., messaging standards 

2.  Information content standards 
-  E.g., reference information 

models (RIMS) 

3.  Data standards (vocabularies 
and terminologies) 

4.  Identifiers standards 
-  E.g., provider, plan, 

individual 

5.  Privacy and security standards 

6.  Functional standards 
-  E.g., workflow/dataflow 

standards 

7.  Other 
-  E.g., IT standards 
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Basic Concepts 

  What is privacy (of health information)? 
-  An individual's (or organization's) right to determine whether, 

what, when, by whom and for what purpose their personal 
health information is collected, accessed, used or disclosed 

  What is security (of health information)? 
-  A defined set of administrative, physical and technical actions 

used or taken to protect the confidentiality, availability and 
integrity of health information 

6 Source: HITSP vocabulary—modified and expanded from 45 CFR 164.304. 



Health Information Privacy and Security: Realities 

  Medical records are among the most sensitive information about 
a person 

  Health care is an information-driven field 
-  Everything about the health care system involves 

information 
-  Information is much more complex than other industries 

(amount, type, frequency) 

  Health information is central to the doctor-patient relationship 

  Privacy and security of health information are central to the 
doctor-patient relationship 
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Health Information Privacy and Security: Realities 

  Health care is a complex system when it comes to health 
information 
-  Many actors (patient, provider, health plan, employer, 

government, public health, researchers, vendor, etc.) 
-  Various types of information (demographic, clinical, financial)  
-  Many processes related to health information (collection, 

creation, maintenance, access, use, disclosure) 
-  Different purposes (treatment, payment, operations, public 

health, research, judicial, legal, etc.) 
-  Many places where health information resides 
-  Lack of common identifiers and other standards 
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Health Information Privacy and Security: Realities 

   Many laws  
-  Federal laws: include HIPAA, Privacy Act, Education Records 

Law, Mental Health Records Laws, Public Health information 
laws 

-  State laws: patchwork of varying types and levels of state 
privacy laws; few address health privacy and security in a 
comprehensive fashion 

  Different policies and practices created and used by organizations 
-  Many go above and beyond what federal/state laws require 

9 



Health Information Privacy and Security: Realities 

   Increasing complexities 
-  Expanded use of electronic health records 
-  Increased electronic communications between patients and the 

health care system (i.e., Web sites, email) 
-  Electronic networks (Regional Health Information Exchanges, 

NHIN) 
-  Evolving personal health records 
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Federal Agencies Work: Office for Civil Rights 

11 Source: www.hhs.gov/ocr 



Federal Agencies Work: ONC 

12 Source: www.hhs.gov/healthit 



Advisory Committees 
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